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Introduction 

Public surveillance is being used by governments around the world for a common purpose: 

espionage. It is being used to monitor behaviour, activities, or information for the purpose of influencing 

behaviour on a wide-spread level. The use of surveillance cameras, like closed-circuit television (CCTV), 

are becoming more widespread for the purpose of improving public safety, reducing crime rates, and 

catching criminals. Installation of CCTVs has caused more people to feel secure and willing to go out to 

public places. However, this raises the question of privacy as they would feel insecure about the fact that 

they are under surveillance. 

The evolution and rise of technological use has lead to a more advanced form of surveillance. 

Online platforms such as Facebook, Google, and YouTube have been accused of utilizing online data. 

Cambridge Analytica, a London-based firm that mines data from users, has been revealed to cooperate 

with President Trump in the 2016 election by whistleblower Christopher Wylie. They were mining data 

from tens of thousands of Facebook users and show advertisements in an attempt to sway their votes for 

the United States 2016 elections. According to Wylie, the firm obtained Facebook information through a 

personality test app created by Aleksandr Kogan. Users who gave the app permission to access their 

account got their information vacuumed -- their Facebook friends were affected too. They developed 

psychological and political profiles for each individual. The information was passed through his company 

Global Science Research (GSR), and was shared with Cambridge Analytica. This event lead to concerns 

being raised about the effect of the internet on promoting propaganda. The firm is under investigation. 

Complex invisible mathematical formulas are used to track everything done on the web, from social 

media interactions to orders made online. Most of these information would be impossible to obtain 

without whistleblowers like Edward Snowden or Chelsea Manning. Snowden, a computer programmer 

who was a subcontractor for the National Security Agency (NSA), has been famously known to leak 

disturbing domestic surveillance practices by the NSA. Chelsea Manning joined the United States Army 
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and gave information that she found disturbing to WikiLeaks, an online library that analyzes and 

publishes large datasets that are censored or restricted, including war, spying and corruption. 

 

Definition of Key Terms 

Surveillance 

Surveillance comes from the French word “looking upon”. It is the action of continuously watching 

over something or someone closely for gathering information. 

Public Surveillance 

Public surveillance is the monitoring of behaviour or activities of people in public spaces for the 

purpose of influencing or managing. The traditional method of public surveillance is through 

closed-circuit television (CCTV). With evolving technology, social media has become the new form of 

public surveillance. 

Surveillance Abuse 

Surveillance abuse is defined to be the use of surveillance or technology on an individual or 

group that “violates social norms or laws of a society”. 

Espionage 

Espionage is the practise of using spies to obtain information, usually about the government or a 

competing company. 

Whistleblower 

A whistleblower is a person who exposes secretive information or activity within a public or 

private organization. These activities are usually illegal and/or unethical such as company policy 

violation, law, threatening public interest or security, fraud, and corruption. They can surface these 

information internally or externally. Internally would be bringing it up to their supervisor or someone of 

high position. Externally would be exposing information through a third party such as the media. 

Whistleblowers usually face high risks from those they are accusing for the release of such information. 

Some notable whistleblowers include Edward Snoden and Chelsea Manning. 
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History 

The first instance of public surveillance is the action of wiretapping. Stockbroker D.C. Williams 

listened on corporate lines via wiretapping and sold information he eavesdropped to stock traders. In 

America, wiretapping started to emerge as in issue around the 1950s. Ethics surrounding wiretapping 

were split. Some found it necessary for police wiretapping to identify and catch criminals as well as 

tapping into union activities. It was common to hire private detective to spy on unions. Some had 

concerns with privacy issues. Wiretap abuses was found by the La Follette Civil Liberties Committee in 

the United States Senate. By 1965, wiretapping was a “necessary evil” in the political stance in order to 

maintain national security. 

Electronic surveillance nowadays, however, are different than the old “wiretapping”. Calls that are 

being made are collected under “dataveillance”, or the tracking of metadata. Data of who was in the call, 

where the call took place, and even financial transaction are just a few of the many examples. Google 

has admitted to taking location data from Android phones even though there were no SIM cards and 

location services were off. Encrypted data about the address of the nearby cellular towers were sent to 

Google’s push notification once the device was connected to the internet. Customers are unable to back 

out of this even if their devices were factory reset. Therefore, it is plausible for the National Security 

Agency (NSA) to have an idea of the happenings surrounding a person. Furthermore, Edward 

Snowden’s revelation about the NSA spiked public concerns for public surveillance by the government. 

 

Key Issues 

The main issue with public surveillance is the misuse of surveillance, which would lead to the 

invasion of privacy. There has been concerns with video surveillance violating citizen’s privacy, so it 

would be no doubt that online surveillance through platforms like Facebook would be a greater concern. 

Creating personal datasets undermines the freedom of speech, privacy, confidentiality, and legal 

privilege. Furthermore, whistleblowers are facing harsh punishments for their actions. Chelsea Manning 

was jailed with an 11 year sentence due to the refusal to testify before a grand jury. Her sentence was 

commuted seven years later by Barack Obama. During her detainment, she was subjected to inhuman 

and degrading torture and coersion. Edward Snowden fled the United States to seek asylum -- he was 

offered asylum in multiple countries but chose to stay in Russia, where his passport was annulled by the 

American government. 

Video surveillance has to be reevaluated as it has been proven to be ineffective to reduce terrorist 

attack rates. Britain’s video surveillance, which uses twenty percent of the nation’s criminal justice 
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budget, has been proven ineffective to identify terrorists during attacks, showing how criminals were not 

deterred by the presence of CCTVs. Furthermore, video surveillance is subject to multiple forms of 

abuse: criminal, institutional, personal gains, discriminatory, and voyeurism. For instance, in the UK, 

police and investigation agencies require the use of surveillance. However, the court ruled against it -- 

this action does not “justify spying on citizens without adequate protection”. Freedom of speech is also 

violated as it discourages whistleblowers and investigative journalism. 

Another example of online surveillance is YouTube: they have been accused of privacy issues by 

the Federal Trade Commission (FTC). They were accused of collecting data from children via channels 

with children content as well as the YouTube Kids app without the consentment from parents. The data 

was being used, once again, for advertisers and marketers to make millions by displayed targeted 

advertisements. The trending interest of child related videos was sold to clients and was discovered to 

violate the Children’s Online Privacy Protection Act (COPPA). It states that there are limited rules 

allowing the collection of data from children 12 and under.  

 

Major Parties Involved and Their Views 

People’s Republic of China 

China is developing their use of public surveillance. It is highly based on how well the government 

trusts each citizen. Surveillance cameras will be used to record the actions of their citizens and award or 

deduct “citizen points” accordingly. The cameras will run a citizen’s face through a facial recognition 

algorithm to match their face with their national identification (ID) database. Profiles of citizens will be 

developed through artificial intelligence as well as data mining and storage. Private companies would 

also rummage through citizen’s social media and online shopping history. A post against the government 

could lead to point deductions. A high score could lead to benefits such as fast internet amongst other 

things. The purpose is to “incentive good behaviour” amongst citizens and reducing crime and terrorist 

activities. Experts on China’s online privacy have speculated that one’s “citizen score” would increase if 

they bought items the communist party likes and vice versa due to the government’s lack of concern for 

consumer privacy. 

United States of America 

Ever since the first and second world war, the United States of America has been using mass 

public surveillance. The National Security Agency (NSA), Central Intelligence Agency (CIA), and Federal 

Bureau of Investigation (FBI) are federal surveillance institutions that have been shown to influence 

political viewpoints of individuals. There were multiple surveillance program developed by the NSA such 
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as Planning Tool for Resource Integration, Synchronization, and Management (PRISM), which is a 

program that collects and processes “foreign intelligence” (for example, not all Facebook or Instagram 

users are from the United States) that passes through American servers. Recently in the United States, 

there is an organization that tracks and monitors citizens through their cell phones, according to the New 

York Times. 12 million people have their locations tracked by a private, incognito company, being the 

largest surveillance project in the United States of America. The official reason for this action remains 

unknown, however, professionals predict that the endgame is to use and sell data to marketers. 

United Kingdom 

The United Kingdom (UK) had their fair share of mass surveillance accusations being the 

foremost user of CCTVs in the world. These measures were taken due to the increase of terrorist 

activities, thus the government implemented the use of CCTVs for the purpose of counter-terrorism. The 

UK has passed several acts pertaining to public mass surveillance over the years, but these acts have 

received backlash. A surveillance program under the government was ruled as a violation of human 

rights by the European Court of Human Rights (ECHR). This scandal was brought to the attention of the 

ECHR through multiple charities such as Big Brother Watch and Amnesty International in regards to the 

Regulation of Investigatory Powers Act, which is an act in the UK regulating powers of surveillance, 

investigation, and interception of communications. The act was also inconsistent with European Union 

(EU) laws as there was no limit to the access of the data which was claimed to be the purpose of 

“combating serious crime”. Snowden revealed that the UK government were using several surveillance 

programs under the Government Communications’ Headquarters (GCHQ) to further study the collected 

data in 2013. The only circumstance where private data is allowed according to Article 8 of the ECHR is 

in the “interests of national security, public safety or the economic well-being of the country, for the 

prevention of disorder or crime, for the protection of health or morals, or for the protection of the rights 

and freedoms of others”. 

 

Timeline of Relevant Resolutions, Treaties and Events 

Date Description of Event 

1862 The first prohibition of wiretapping in California due to D.C. William, a stock 
broker, being convicted. 

1942 The first recorded application of video surveillance (CCTVs in particular) was 
used to view the launch of the V2 rockets in Germany. 

10 Dec. 1948 
The Universal Declaration of Human Rights (UDHR) was passed by the United 
Nations General Assembly. Article 12 in the UDHR specified the right of 
privacy, protected by the law. 
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1951 Video Tape Recorders (VTP) were developed. It would later be paired with 
CCTVs to allow surveillance recording for later viewing. 

3 Sept. 1953 

Drafted in 1950 and also known as the Convention for the Protection of Human 
Rights and Fundamental Freedoms, the European Convention on Human 
Rights (ECHR) signed by the 47 member states in the Council of Europe. 
Article 8 in the ECHR specified the “right to respect for family and private life”. 

1957 CCTV camera systems were being set up for educational, medical, and 
industrial purposes. 

16 Dec. 1966 
The International Treaty Convention on Civil and Political Rights (ICCPR) was 
ratified by the United Nations General Assembly. Article 17 in the ICCPR also 
specified the right of privacy. 

1970 Video surveillance was increasing its popularity and common usages through 
the introduction of videocassette recorders (VCR). 

1996 The first release of Internet Protocol (IP) cameras allowed for information to be 
sent and received across computer networks. This eventually led to webcams. 

1 Jan. 2002 

Treaty on Open Skies entered into force. It gave signatory states the “right to 
conduct and the obligation to accept observation flights over their territory”, 
meaning that State Parties were granted to right to perform unarmed aerial 
surveillance over other State Parties. The “passive quota” of the treaty is the 
number of flights each State Party is obliged to accept over their territory, and 
the “active quota” is the number of flights each State Party is allowed over 
each State Party’s territory. 

6 Jun. 2013 - 31 May 
2014 

Edward Snowden leaked highly classified information and documents from the 
NSA. These included spying on telephone records, emails, and text messages, 
hacking computer systems in Hong Kong and China, bugging European Union 
offices, using surveillance methods to spy on “at least 38 foreign embassies 
and missions”, and the PRISM project. 

 

Relevant UN Treaties and Events  

● Universal Declaration of Human Rights, 10 December 1948 (A/RES/217/3) 

● International Treaty Convention on Civil and Political Rights, 16 December 1966 

(A/RES/2200/21) 

● Treaty on Open Skies, 1 January 2002 

 

Evaluation of Previous Attempts to Resolve the Issue 

The United Kingdom has attempted to resolve the issue of public mass video surveillance 

through multiple amendments to the Investigatory Powers Act. Lawyers for the crowdfunded human 

rights group Liberty claimed that the act is an intrusion of privacy as it “allow[s] the storage of and access 

to internet data”. The court ruled that the collection of data lacked oversight for how it was to be executed 
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broke the law, and how tech companies broke human rights law when harvesting data from their 

customers. 

 

Possible Solutions 

Before addressing the issue of public surveillance, the term “overuse” should be defined first. 

This would provide consensus on the limits of the use of surveillance. Furthermore, with the rapid 

evolution of technology, methods have to be implemented for a check-and-balance system in order to 

avoid misuse or abuse of surveillance methods. Consensus must be reached for the limit of surveillance 

usage, keeping in mind about the balance between benefits and risks of public video surveillance. 

However, public surveillance would be necessary to an extent. Since the invasion of privacy is an 

issue, it is also important to consider who would be in charge and have access to the CCTV footages as 

well as other metadata collected from internet users. Methods to ensure employees are trustworthy of 

accessing such personal data should also be thought of and implemented. These could be in the forms 

of background checks. 

One of the ways to receive news on the impractical and unethical ways of institutions would be 

through whistleblowers. However, they are not protected and are under heavy risks, such as espionage 

charges as seen by Snowden. Therefore, it would be beneficial to think of ways to protect whistleblowers 

so governments would be under the pressure of exposure of their unethical practises. 
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Appendix or Appendices 

I. Guide to International Law and Surveillance: 
https://privacyinternational.org/sites/default/files/2017-12/Guide%20to%20International%20La
w%20and%20Surveillance%20August%202017.pdf 

II. Information about Google and Facebook privacy violation: 
https://www.theguardian.com/world/2014/aug/03/internet-death-privacy-google-facebook-alex
-preston 

III. Information about the upcoming Snowden Treaty: 
http://media.wix.com/ugd/fb845b_89e20fe385844f348fbc79a6ede39a4d.pdf 

IV. Information on the use of public video surveillance in the United States: 
https://www.urban.org/sites/default/files/publication/27546/412401-Evaluating-the-Use-of-Publ
ic-Surveillance-Cameras-for-Crime-Control-and-Prevention-A-Summary.PDF 

V. Looking deeper into one of NSA’s program: PRISM: 
https://www.cnet.com/news/what-is-the-nsas-prism-program-faq/ 
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